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An emerging technology is starting to 
generate buzz and it’s Open Banking. 
Certainly, Open Banking promises much – 
such as reduced transaction costs, faster 
transactions and engagement with whole 
new initiatives such as the pension 
dashboard. However, there are significant 
risk management challenges that Open 
Banking creates, too. This article looks  
at Open Banking, including its potential  
and its risks and ultimately concludes  
that an innovative new technology such  
as Open Banking may need a fresh,  
more collaborative approach to risk 
management, too.  

WHAT IS OPEN BANKING?
Open Banking is a global project, taking 
different forms in individual jurisdictions. 
The Open Banking project in the UK was 
created to make it easier for customer data 
to flow between financial services firms 
and third parties via APIs. It grew out of the 
EU’s Payment Services Directive 2 in 2015, 

as well as work by the UK’s Competition 
and Markets Authority (CMA), such as the 
investigation it did between 2014 and 2016 
into the retail banking markets. The CMA’s 
work led directly to an order requiring the 
country’s nine largest banks to enable 
consumers and businesses to access their 
personal and SME accounts through third 
party providers. The CMA also required the 
nine UK banks to develop an Open Banking 
Implementation Entity (OBIE) that would 
set common standards for third party 
access via APIs. 

After a slow initial start, Open Banking 
has seen significant growth over the past 
18 months. Some recent Open Banking 
statistics include:
l	 Some 4.5 million regular users of open 

banking of which 3.9 million are 
consumers and 600,000 small 
businesses.

l	 A 60% increase in new customers (up 
from 2.8 million in December 2020).  
One million new regular or active users 
are added every six months.

https://www.openbankingexpo.com/news/moneyhub-and-bud-to-work-on-early-uk-pensions-dashboard-testing/
https://www.openbankingexpo.com/news/moneyhub-and-bud-to-work-on-early-uk-pensions-dashboard-testing/
https://www.weforum.org/agenda/2021/04/open-banking-future-of-finance/
https://ec.europa.eu/info/law/payment-services-psd-2-directive-eu-2015-2366_en
https://www.gov.uk/cma-cases/review-of-banking-for-small-and-medium-sized-businesses-smes-in-the-uk
https://www.gov.uk/government/publications/retail-banking-market-investigation-order-2017
https://www.openbanking.org.uk
https://www.openbanking.org.uk
https://www.openbanking.org.uk/news/uk-open-banking-marks-fourth-year-milestone-with-over-4-million-users/
https://www.openbanking.org.uk/news/uk-open-banking-marks-fourth-year-milestone-with-over-4-million-users/
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l	 At the end of 2021, cumulatively over 
26.6 million open banking payments 
had been made. This is an increase of 
more than 500% in 12 months.

Key trends that are encouraging the 
growth of Open Banking include the rapid 
decline in the use of cash for payments,  
the growth in ecommerce as a result of  
the Covid-19 pandemic and continuing 
regulatory reforms, aimed at reducing the 
costs to merchants associated with card 
payments. 

Looking forward, one study suggests  
that 60% of the UK population will be using 
open banking by September 2023. Another 
study predicts a £7.2 billion revenue 
opportunity in 2022 and that 71% of SMEs 
will adopt it by 2022. It’s clear that the 
technology is gaining momentum and  
that it will likely permanently alter the 
payments landscape before the decade is 
out. It is also clear that it will create a host 
of new risks for financial services firms. 

WHAT DOES OPEN  
BANKING ENABLE?
Today, the UK Open Banking ecosystem 
extends far beyond the original nine banks 
that started it.  There are more than 330 
regulated firms made up of over 230 third 
party providers of services and more than 
90 payment account service providers who 
together account for over 95% of current 
accounts engaged with the Open Banking 
initiative. Applications using Open 

Banking’s account information data-
sharing functionality include: 
l	 services to establish the affordability 

and eligibility of a loan in mortgage 
applications comparison.

l	 services which identify the best bank 
accounts for small businesses.

l	 services which alert customers to 
potential cost savings, for example, that 
their mortgage has switched from a 
fixed to a floating rate.

Recently, NatWest was the first UK bank to 
conduct a live transaction using Open 
Banking-initiated Variable Recurring 
Payments (VRPs). VRPs enable customers 
to connect authorised payments providers 
to their bank account so that the payment 
providers can make payments on the 
customer’s behalf within agreed 
parameters. Potential use cases for VRPs 
include:
l	 automated payments for electricity 

bills, up to a £100 per month;
l	 connecting a bank account to a social 

network app for in-app authentication 
of payments;

l	 setting a limit of six months of 
payments for a new subscription;

l	 automated payments of ride-hailing 
fees, up to £45;

l	 one-time payment set-up for one-click 
payments offered by an online 
marketplace;

l	 using a third-party smart saving app to 
move money between bank accounts to 
a savings account on a flexible / variable 
basis;

l	 using a third-party service that 
monitors bank accounts and maintains 
a threshold balance, or helps avoid 
overdraft fees by moving funds as and 
when required between accounts; 

l	 obtaining short term credit to avoid 
overdraft, then automating repayments 

The rapid decline in the use of 
cash is encouraging the growth 
of Open Banking

https://truelayer.com/reports/the-future-of-ecommerce-payments/
https://www.pwc.co.uk/industries/financial-services/insights/seize-open-banking-opportunity.html
https://www.pwc.co.uk/industries/financial-services/insights/seize-open-banking-opportunity.html
https://www.gov.uk/government/publications/update-governance-of-open-banking/update-on-open-banking
https://www.finextra.com/newsarticle/39404/natwest-initiates-first-live-variable-recurring-payment-transaction?utm_medium=dailynewsletter&utm_source=2021-12-16&member=22821
https://www.openbanking.org.uk/insights/variable-recurring-payments-what-are-they-and-how-can-they-help-smes/
https://www.openbanking.org.uk/insights/variable-recurring-payments-what-are-they-and-how-can-they-help-smes/
https://www.twobirds.com/en/insights/2022/global/developments-in-open-banking
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to credit to minimise overdraft fees and 
borrowing costs.

All of this is very exciting indeed for 
consumers, merchants, FinTechs and even 
the banks themselves. While the 
substantial profits gained from card fees 
will decline, ultimately implementing Open 
Banking should enable financial firms to 
switch off aging technology infrastructure 
and develop new products and services. 

However, the risks associated with Open 
Banking are also becoming more evident 
too. While some risks may be worked out as 
the technology evolves and technological 
solutions are adapted, other risks may be 
an inherent part of the Open Banking 
model. Some risks may accelerate as Open 
Banking usage increases, while other risks 
decrease as the ecosystem becomes more 

mature. Below are five of the risks that 
could be potential issues for financial firms 
engaged with Open Banking. 

THIRD PARTY RISKS
There are risks associated with the 

third parties within the Open Banking 
system, including potential process risks, 
technology risks and data risks. For 
example, many of the FinTechs involved in 
developing Open Banking solutions are 
start-ups that may not come under the 
aegis of a financial services regulator. As a 
result, they may not operate to the same 
compliance requirements and industry 
standards as regulated financial firms. 

Also, there are process risks such as the 
misuse of customer data, broken or the 
absence of appropriate process controls,  
or poor data governance. FinTechs may not 
have the risk and control frameworks in 
place that most financial firms have today.

Technology risks can include possible 
information security or cyber security 
breaches because of lower or poorly 
maintained security protocols. The data 
risks include all of the traditional data  
risks associated with third parties – but 
magnified because of the speed at which 
transactions take place between the 
customer, the third party and the financial 
firm. 

AML RISKS
There are also significant concerns 

that AML, counter-terrorist funding and 
KYC processes that firms may currently 
have are insufficient to meet regulatory 
obligations within an Open Banking 
context. For example, financial firms need 
to ensure that the third party FinTechs they 
are working with meet the same financial 

FinTechs may not have the risk and control 
frameworks in place that most financial firms have

https://www.teradata.com/Blogs/Look-Out-for-Risks-in-Open-Banking
https://www.teradata.com/Blogs/Look-Out-for-Risks-in-Open-Banking
https://www.fico.com/blogs/8-risks-open-banking-poses-financial-crime-compliance
https://www.fico.com/blogs/8-risks-open-banking-poses-financial-crime-compliance
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crime regulatory obligations that are 
applicable to them. Extending this, some 
FinTechs may be unfamiliar with the robust 
regulatory standards that banks have to 
meet when onboarding customers. 
However, many financial firms do not have 
robust enough third party risk management 
programmes in place to ascertain the level 
of third party compliance. 

There are other financial crime risks too. 
For example, third parties can limit a 
financial firm’s visibility into how funds 
flow in and out of its systems and through 
the wider Open Banking ecosystem, 
making it more challenging to identify 
suspicious activity. Indeed, overall, the 
traditional banks will have less of an 
overview of the transactions their 
customers engage in, making it harder for 
them to identify suspicious activity. There 
is no precedent for how such a network of 
transactions should be monitored for 
money laundering or terrorist financing. 

FRAUD RISKS
There are also concerns that Open 

Banking will provide fraudsters with a new 
channel through which to commit their 
crimes, leading to an increase in fraud 
within the UK. 

While Open Banking doesn’t create new 
fraud risks, it does provide the possibility 
that fraudsters will gain access to 
customers personal data through FinTech 
third parties and use that data to obtain 
money by initiating payments and pulling 

money from the customer account at their 
bank. Two key fraud scenarios are:
l	 Account Takeover – Criminals use 

compromised credentials to access an 
existing customer account and initiate 
unauthorised payments; and

l	 Payment Scams – Conning or using 
social engineering to get the customer 
to authorise payments for illegitimate 
purposes.

At the moment, no data on fraud 
committed using Open Banking platforms 
is available. This may be because the use  
of Open Banking is still limited and so not 
worthy of criminal attention. However,  
as Open Banking continues to develop, it 
seems likely that it will attract the interest 
of more fraudsters. To address this, Open 
Banking has several tools on its website 
and a committee focusing on this issue – 
but is this enough? 

OPERATIONAL  
RESILIENCE RISKS

As the Open Banking initiatives gathers 
momentum, it’s clear that many of the 
business processes supported by Open 
Banking technology and third parties will 
become important business services and 
therefore, subject to operational resilience 
requirements. The newness of the Open 
Banking technology and the complexity of 
the network as it grows means that it’s 
likely that there will be fresh operational 
resilience challenges, which may be difficult 
for firms to engage with on an individual 
basis. For example, if a cyberattack takes 
down a FinTech third party that delivers  
an important business service to multiple 
financial firms, how should the third party 
respond? How should the financial firms 
respond? Should resilience plans be 
coordinated across all stakeholders or are 
firms responsible for figuring this out on 
their own?

At the moment, no data on 
fraud committed using Open 
Banking platforms is available

https://www.finextra.com/blogposting/20294/will-open-banking-lead-to-the-next-wave-of-the-uks-fraud-epidemic
https://www.finextra.com/blogposting/20294/will-open-banking-lead-to-the-next-wave-of-the-uks-fraud-epidemic
https://www.openbanking.org.uk/cyber-security-and-counter-fraud/
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Gulamhuseinwala, the implementation 
trustee of the Open Banking 
Implementation Entity (OBIE), resigned at 
the end of September 2021. 

In response to Alison White’s review,  
in November 2021, the CMA appointed 
Kirstin Baker, an independent non-
executive director of the CMA, to lead a 
review to identify the lessons for the CMA 
in its approach to designing, implementing 
and monitoring remedies in its market 
investigations. In March 2022, the CMA 
published its response, outlining the 
changes that the Open Banking 
organisation would be making.

The Alison White report does not make 
for easy reading – in places it is the sort of 
toe-curling thing that no chief compliance 
officer or chief risk officer ever wants to 
read about their own organisation. It 
remains to be seen over time how well the 
issues outlined in the Alison White report 
are addressed. In the meantime, financial 
services firms need to take these 
organisational and cultural risks into 
account when engaging with the OBIE and 
ensure that these issues do not “bleed 
through” to their own organisations. 

CONCLUSION
While Open Banking certainly holds much 
potential, financial services firms need to 
ensure that their approach to managing 
third party risk is up to the level of 
robustness required to engage with this 
new technology and the network 
ecosystem that comes with it. Moreover, 
there are several risk types that firms 
regularly engage with that could be 
exacerbated by the nature of the network 
ecosystem, such as AML risk, fraud risk and 
operational resilience risk. Truly managing 

It may be that the Open Banking 
initiative may need to engage directly  
with operational resilience issues more 
aggressively – at the moment a search  
of the website for the term returns zero 
results. It would seem sensible that 
operational resilience should be embedded 
in an early stage of this initiative. 

ORGANISATIONAL AND  
CULTURAL RISKS

The Open Banking organisation itself is  
the subject of an ongoing scandal. A 2021 
review by Alison White, an independent 
chair, found that many of the issues flagged 
by whistle blowers – such as conflicts of 
interest and a toxic culture – were true. 
Furthermore, there was a lack of adequate 
corporate governance within the 
organisation, which enabled these issues  
to spiral out of control. As a result, Imran 

It would seem sensible that operational resilience 
should be embedded in an early stage of this initiative

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022451/Independent_report.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1022451/Independent_report.pdf
https://www.ft.com/content/8a6d2f7b-2ba8-4472-b849-3aca72621e62
https://www.ft.com/content/8a6d2f7b-2ba8-4472-b849-3aca72621e62
https://www.openbanking.org.uk/news/cma-consultation-response/
https://www.openbanking.org.uk/news/cma-consultation-response/
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these risks will require the efforts of 
individual firms, of course. However, it also 
seems obvious that the network ecosystem 
nature of Open Banking demands a 
network ecosystem approach to managing 
these risks, which is probably best 
coordinated by the OBIE itself. The bad 
news here is that the OBIE has itself been 
the focus of a substantial scandal recently, 
which has seen its CEO resign and its 
culture branded as “toxic” – which leads 
one to consider that the organization’s 

compliance and risk cultures may not be  
all that they should be. The banks engaged 
with Open Banking may need to take 
action. Furthermore, three major banks, 
including most recently HSBC in April  
2022 have been subjected to regulatory 
warnings for failing to fully comply with the 
Open Banking requirements. So, financial 
firms should seek to actively manage the 
risks associated with Open Banking – while 
not being blind to the opportunities this 
new technology creates. 
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https://www.openbanking.org.uk
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https://www.openbanking.org.uk/insights/variable-recurring-payments-what-are-they-and-how-can-they-help-smes/
https://www.twobirds.com/en/insights/2022/global/developments-in-open-banking
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https://www.ft.com/content/8a6d2f7b-2ba8-4472-b849-3aca72621e62
https://www.openbanking.org.uk/news/cma-consultation-response/
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